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Abstract—Greybox fuzzing, a widely used dynamic testing
technique, iteratively tests the software using semi-randomly
generated inputs that aim at reaching more code at runtime. It
relies on a set of initial inputs (initial seeds) to bootstrap the
fuzzing process. These initial seeds highly influence the fuzzing
performance in terms of runtime coverage or finding bugs.

This paper introduces SEEDUI, a tool that helps in visualizing
and understanding the performance of initial seeds across multiple
fuzzing campaigns. It provides five different views that help a
user for an in-depth initial seed analysis.

In our previous work, we extracted a visualization task
taxonomy for greybox fuzzing by interviewing 33 fuzzing experts
and analyzing the responses. We evaluate SEEDUI along with
four existing tools: VisFuzz, FuzzSplore, FuzzInspector, and Ijon
UI, in terms of their support to the taxonomy. Our findings
indicate that SEEDUI complements existing tools by addressing
9 tasks in the taxonomy that are not supported by them.

Demonstration video: https://youtu.be/qpPjutmIcTs
Artifacts: https://github.com/secure-software-engineering/SeedUI

Index Terms—visualization, greybox fuzzing, initial seeds

I. INTRODUCTION

Greybox fuzzing (GF), a dynamic testing technique, aims
at increased runtime coverage and bug-finding capability in a
system under test (SUT). A greybox fuzzer (e.g., AFL++ [1])
uses a set of valid initial inputs (initial seeds) for SUT to
kick-start the fuzzing process. Starting with the initial seeds,
it iteratively derives new inputs (seeds) that aim at increased
runtime coverage or finding bugs. The new inputs are derived
either by applying random mutations on a single seed or by
combining multiple seeds (using splicing1) or both.

The quality and the number of initial seeds highly influence
the fuzzing performance [2]: the more diverse the initial seeds
are (in terms of runtime coverage), the better the fuzzing yield
[3]. Many approaches have been proposed to identify initial
seeds or to minimize seeds from a previous fuzzing campaign
[3], [4]. Tools such as FuzzSplore [5] and VisFuzz [6] help
fuzzing practitioners visually understand the fuzzing process.

In this space, we introduce SEEDUI, a visualization tool that
helps in deeper analysis of initial seed(s) performance across
multiple fuzzing campaigns (runs) on a single SUT. SEEDUI
differs from existing visualization tools in terms of its design
and the supported usage scenarios. It provides five interactive
views that can help a user analyze the initial seeds in terms

1Splicing, as it is implemented in AFL++: https://tinyurl.com/23bpc7st

of runtime coverage, the number and quality of its derived
seeds, and the most mutated bytes of the initial seeds by the
fuzzer. It can also help fuzzing practitioners or users visually
understand the evolution of initial seeds overtime in a fuzzing
campaign. The current implementation of SEEDUI supports
all the fuzzers that are based on AFL++ [1].

We evaluated SEEDUI with the existing fuzzing visualization
tools in terms of their support towards the taxonomy of
visualization analysis tasks for GF [7]. Our findings reveal
that SEEDUI complements the existing tools by supporting
in-depth analysis of initial seeds and can support 9 different
tasks which the existing tools do not.

The rest of the paper is organized as follows: Section II
provides detailed overview of SEEDUI followed by evaluation
in Section III, limitations and future work in Section IV, and
the conclusion in Section V.

II. SEEDUI
The purpose of SEEDUI is to help novice fuzzing users in

visually understanding the performance of initial seeds across
multiple fuzzing runs on a single SUT.

Figure 1 shows the overview of SEEDUI, which comprises
of three modules: preprocessing, data analyzer, and
web interface. A user can provide the corpus2 from one
or more AFL++ fuzzing runs along with the SUT compiled
with debug information3 to the SEEDUI, and use the web
interface to gather insights on initial seeds. We next explain
each of the three components in detail.

Binary Fuzz Corpus

request

response

2. Data
Analyzer
(server)

3. Web Interface (client)

Source Code
Coverage

Coverage
Overtime

Seed
Clusters

Seed
Timeline

Seed
Mutations

1. Preprocessing

Extract
Coverage

Fig. 1: High-level architecture and workflow of SEEDUI.

2A corpus refers to all the new inputs (seeds) saved in a fuzzing run.
3For example, using -g flag for clang and gcc compilers.
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A. Preprocessing

The preprocessing module involves extracting the line
coverage for the gathered corpora. SEEDUI relies on the
dynamic binary instrumentation client, drcov, to extract line
coverage for two reasons: drcov is compiler independent and
flexible [8] as compared to the generally used coverage tools
like gcov and llvm-cov, and AFL++ provides off-the-shelf
support to generate drcov coverage trace information.4

Along with the extracted line coverage, information about
the SUT, fuzzing corpora are then provided as inputs to data
analyzer.

B. Data Analyzer

The data analyzer acts as a server and performs the
following functions:
a) Coverage parsing. It parses the drcov coverage information
and maps it to the corresponding lines in the source code. It
also extracts the edge coverage recorded by the fuzzer.
b) Family tree extraction. For each initial seed in the corpus,
data analyzer identifies all of its derived seeds and
extracts a family tree. For convenience, we use the term,
descendant, to refer to a derived seed.
c) Mutations computation. data analyzer tracks how
many times each initial seed byte is modified across all its
descendants.
data analyzer expects the corpora to include the fol-

lowing information: a unique identifier for each seed, UNIX
time in milliseconds at which the seed is generated, identifiers
of the seed precedents, and the coverage recorded by the fuzzer
when it is mutated.

AFL++ provides all these identifiers except the seed
generation time. We included a Git patch5 in our artifact that
can be used for AFL++-based fuzzers.

C. Interactive Web Interface

The client module, web interface, contains five in-
dependent views that constantly communicate with data
analyzer based on the user interactions. The data between
the views can be correlated using the unique seed identifiers.

Figure 2 shows an example of the five views: source code
coverage ( A ), fuzzer coverage overtime ( B ), seed clusters ( C ),
seed timeline ( D ), and byte-wise seed mutations ( E ). The data
in this example was extracted from five 24-hour fuzzing runs
on readelf program of GNU binutils6, each with five different
initial seeds.

1) Source code coverage: This view summarizes the cov-
erage statistics of the SUT across the fuzzing runs ( A1 in
Figure 2). The user can click on an SUT file to view the
corresponding line coverage. For deeper analysis of initial
seeds, the user can select the initial seed and their corresponding
descendant using the two dropdowns ( A2 in Figure 2). These
dropdowns facilitate the comparison of line coverage between

4https://tinyurl.com/2s43nz95
5Patch is extracted from the AFL++ release with commit hash b89727b.
6https://sourceware.org/binutils/

the selected seeds. The coverage information is also color
coded to ease the visual comparison (in A3 in Figure 2, blue
highlights indicate the coverage from the initial seed, orange
from its selected descendant, and green from both). This view
allows the user to identify seeds for the subsequent fuzzing
runs that reach the desired areas in the source code.

2) Fuzzer coverage overtime: This view shows the edge
coverage recorded by the fuzzers overtime ( B in Figure 2).
Note that the edge coverage is different from the line coverage
shown in the source code coverage. AFL++ assigns
an ID to each basic block in the SUT and records the transitions
(edge coverage) between them in a bitmap shared between
the fuzzer and the SUT [9]. To record a transition between
two basic blocks, a hash, computed using their IDs, is used to
index into the shared bitmap to increment the corresponding
bit. After executing each seed, AFL++ compares the shared
bitmap with a global bitmap to identify new edge coverage.

This view is necessary to identify the coverage plateaus
across fuzzing runs, i.e., the time in which a fuzzer could not
reach new areas in the SUT. Existing tools such as FuzzSplore
[5], VisFuzz [6], and FuzzBench [10] also provide this view.

3) Seed clusters: This view summarizes the distribution of
edge coverage recorded by the fuzzer(s) across time-clusters
using box plots. As an example, Figure 2 C1 shows a series of
box plots grouped according to the 10-minute clusters. Each
box plot shows the distribution of edge coverage from the
previous 10 minutes in the corresponding fuzzing run (e.g.,
the five box plots at 00:20 summarizes the edge coverage
between 00:10 and 00:20 in the corresponding five fuzzing
runs). For each box plot, a corresponding bubble is shown on
top, representing the contribution of initial seeds in the fuzzing
run in that time-cluster.

The contribution of each initial seed in a cluster is computed
by taking the ratio of the total coverage of its descendants in
the cluster to the total coverage of all the seeds in the cluster.
The bubble size denotes the number of initial seeds involved in
the corresponding time-cluster: the larger bubbles correspond
to a greater number of initial seeds used by the fuzzer in the
cluster. For example, at 30-minute cluster (00:30 in Figure 2
C1 ), two initial seeds contributed to the corresponding edge
coverage distribution in Run #4 and Run #5 whereas in the
other runs there was only one initial seed. On hovering over the
bubble, a note is displayed with the initial seed contributions
( C2 in Figure 2). The user can interactively analyze the data for
different clusters sizes using the dropdown ( C3 in Figure 2).

4) Seed timeline: This view displays the initial seed(s)
evolution timeline in a fuzzing run ( D in Figure 2). Once
an initial seed of a fuzzing run is selected using the two
dropdowns ( D1 in Figure 2), a line graph is shown representing
its evolution timeline ( D2 in Figure 2). The lines between points
represent the parent-child relationship whereas the position of
each point gives the seed generation time and its edge coverage.
A red point denotes a descendant derived from more than one
seed. On hovering over the point, a note is displayed with the
parent(s) information. The dropdown also allows the user to
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Fig. 2: Five views in web interface module of SEEDUI.

select multiple initial seeds to visually understand the evolution
timeline of the seeds derived from the selected combination.

5) Seed mutations: Using this view, users can inspect the
byte-wise modifications that the fuzzer performed on the initial
seed ( E in Figure 2). On selecting an initial seed using the
dropdowns, a sequence of highlighted numbers representing
the bytes of the initial seed are displayed ( E1 in Figure 2). The
intensity of the background color for each byte represents the
number of mutations performed by the fuzzer: the darker the
color, the more the mutations. A gradient scale represents the
mutations range for the selected initial seed ( E2 in Figure 2).
Similar to the other views, hovering on the byte(s) shows a
note with the corresponding number of mutations.

III. EVALUATION

We evaluated SEEDUI with four existing visualization tools:
• VisFuzz helps in identification of source code bottlenecks

that hinder the fuzzer’s performance using callgraph and
control-flow graph visualizations [6].

• FuzzSplore [5] helps the user in selecting a best fuzzing
configuration for the SUT using four plots.

• FuzzInspector [11] provides an interface to monitor
the fuzzing progress and memory contents of the CPU
registers. It also allows the user to specify input generation
constraints during the fuzzing campaign.

• Ijon UI [12] helps in monitoring the fuzzing progress and
navigating through the source code covered by the fuzzer.

In our previous work, we interviewed 33 fuzzing experts for
their desired visualization analysis tasks to understand fuzzing

[7]. Based on their responses, we extracted a taxonomy of
visualization analysis tasks, which can be used to evaluate
fuzzing visualization tools. A tool is considered to support a
task if it provides the necessary interfaces to visualize and
interpret the relevant data to perform the task. For the evaluation,
we consider all the analysis tasks that are supported by at least
one of the visualization tools. Table I shows the 16 analysis
tasks along with the corresponding tool support.

The first column describes the task and the rest of the
columns specify the tool support information. For SEEDUI, we
specify the corresponding view(s) that support the task and for
existing tools we use the icon, ✓ , to indicate their support for
the task. SEEDUI is capable of supporting 12 tasks, of which
existing tools can support only 3 tasks. However, there are
4 tasks that SEEDUI does not support, yet existing tools do.
Hence, SEEDUI complements the existing fuzzing visualization
tools by additionally providing interfaces to understand the
initial seed(s) performance in the fuzzing campaigns.

Discussion. FuzzSplore also visualizes seed evolution using
a generations graph (Task 5) and only provides information
about their generated time. Additionally showing their corre-
sponding coverage and enabling analysis of different initial
seed combinations like SEEDUI does (Section II-C4) can help
user in performing a deeper analysis of initial seeds.

All the tools except FuzzSplore support the comparison
of coverage across all seeds (Task 90), however, they use
different representations. SEEDUI and Ijon UI use coverage-
annotated source code. Additionally, SEEDUI provides com-
parison capabilities between initial seeds and their descendants
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TABLE I: Comparison of fuzzing visualization tools using a subset of our taxonomy [7].

Task Description
(The number before each task description refers to Task ID in our taxonomy)

SEEDUI VisFuzz Fuzz-
Splore

Fuzz-
Inspector

Ijon UI

3. Comparison of coverage between different initial seed sets and their corresponding
mutants from multiple fuzzing runs

Source code coverage,
Seed clusters

- - - -

4. Comparison of coverage among initial seeds in a single fuzzing run Source code coverage - - - -

27. Comparison between the mutated parts among initial seeds Seed mutations - - - -

30. Comparison of coverage between different initial seed sets from multiple fuzzing
runs

Source code coverage - - - -

33. Visualize the source code regions that are not covered by the initial seeds at
runtime

Source code coverage - - - -

34. Distribution of code coverage across different initial seed sets from multiple
fuzzing runs

Seed clusters - - - -

81. Visualize the mutated parts of the seeds from a single fuzzing run Seed mutations - - - -

66. Relationship between each mutation familiy and their coverage Seed timeline - - - -

59. Comparison of coverage between a mutant and offsprings Source code coverage,
Seed timeline

- - - -

5. Visualize the mutation timeline of the initial seeds along with their corresponding
coverage

Seed timeline - ✓ - -

36. Relationship between initial seed sets and seed corpus size - - ✓ - -

58. Comparison of the runtime similarity of the seeds and the similarity in terms of
the reached source code regions

- - ✓ ✓ -

90. Comparison of coverage information across all seeds Source code coverage ✓ - ✓ ✓

91. Visualize the number and duration of executions of all seeds - ✓ - - ✓

92. Visualize the coverage bottlenecks in the source code - ✓ - ✓ -

96. Visualize coverage of seeds overtime in a fuzzing run Fuzzer coverage over-
time

✓ ✓ - -

(Section II-C1). VisFuzz uses source code juxtaposed with
coverage-annotated callgraphs and control-flow graphs. FuzzIn-
spector uses block coverage and coverage-annotated flowchart
of disassembled addresses to represent control-flow graphs.

The scope of this evaluation was limited to the tools that
have a user interface and help understand fuzzing. As such,
we avoid direct comparisons with the following tools that
do not satisfy these requirements: FMViz [13] only helps
in understanding the mutation process of AFL by exporting
sequence of seeds to images. Fuzz-Introspector7 focuses on
identifying the fuzzing bottlenecks than visually understanding
fuzzing. And FuzzBench [10] focuses on evaluating and ranking
fuzzers based on their performance on real-world projects.

IV. LIMITATIONS AND FUTURE WORK

We identified the following three limitations of SEEDUI:
First, the usability of SEEDUI is not evaluated in this work. We
plan to do such an evaluation in the future. However, evaluation
in terms of our taxonomy shows that SEEDUI supports tasks
that existing tools do not.

Second, SEEDUI does not support all the tasks that involve
initial seeds in the taxonomy. To support these remaining tasks,
fuzzers should be instrumented to extract the data about the
fuzzing mechanisms such as power schedule [14], [15], and
search strategy [16], [17]. In the future, we plan to extract the

7https://github.com/ossf/fuzz-introspector

necessary data and extend SEEDUI to support these remaining
tasks.

Third, SEEDUI works for all AFL++-based fuzzers. Cur-
rently, all the evaluated visualization tools including SEEDUI
are based only on AFL++-based fuzzers. We aim to extend
SEEDUI to include other fuzzers in the future.

V. CONCLUSION

In this paper, we introduced SEEDUI, a visualization tool that
can help novice fuzzing practitioners or users to understand
initial seed(s) performance across multiple AFL++ fuzzing
campaigns on a single SUT. It provides five interactive views
that can help the user to perform deeper analysis and gather
insights into the seeds.

When compared to the existing fuzzing visualization tools
using a subset of our visualization taxonomy for greybox
fuzzing, SEEDUI supports 9 tasks which are not supported
by any other existing tools. Hence, SEEDUI can complement
these tools by additionally providing information about the
initial seeds.
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